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This course is an introduction to the basic theory and practice of cryptographic techniques used in computer
security. The students will realize the following important topics after finishing this course: Number theory, Symmetric
Cryptosystem (DES, Triple DES, AES), Public-key Cryptosystem (DH,RSA,DSS), secure hash function (SHA), and
digital signature. Moreover, the Internet security and electronic commerce are also include in this course. Finally,
some recent papers will be discussed.
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F01:E : Integers - properties and fundamental algorithms
55023 : Integers - properties and fundamental algorithms
28033 : Congruences and Residue Class Ring

55043& : Encryption

#5055 : Probability and Perfect Secrecy

280658 : DES and AES

20758 : Prime Number Generation

#8083 : Public-Key Encryption

5093 : Hif%

#5103 : Public-Key Encryption

251138 : Factoring and Discrete Logarithms

#5123 : Cryptographic Hash Functions

21338 : Digital Signatures

%1434 : Digital Signatures

155 : Other systems

51638 : Presentation of selected recent papers

21738 : Presentation of selected recent papers
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2.Introduction to Cryptography(ZF})

2EER

#E 4 1 Handbook of Applied Cryptography {E# : A. Menezes, P. van Oorschot, and S. Vanstone HRFEWETT) : H
it : CRC Press

ZE4 ¢ Introduction to Modern Cryptography & : M. Bellare and P. Rogaway HRE(PETT) © HikKiE © Lecture
note
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HETHEE ¢ http://www.cyut.edu.tw/~yangfy/
E-Mail : yangfy@cyut.edu.tw
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