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AR AATE R E - SAERK Two main topics will be discussed in
& (steganography) F1E 177K El this course: steganography and
(digital watermarking) - AZEH LA digital watermarking. There has been
Rt ZEBHEF L B RS R i > B a number of information hiding
- MRS SHRBE/KE B E -~ F] techniques since the development of
R F LR RRRNELIEEB3L human civilization, for example,
B~ DURHERE RS - A invisible characters written with
BIRIRR(C 38 SR A DABAL 5 special ink, information hidden via
NEH ? afarF] AR EIR AR rearrangement of the words ina
MABANEESE ? B—HE B seemingly normal article, and
FEREEAE ERES B ARZ DI% information hidden in microfilms, etc.
BEBHAEEEERE - fAHTHFE How will these techniques be
ALZEZCAATT > M EERRIE% implemented in the digital era? How
BEJEERGHARGEE » faE— to transmit secret messages through
SRR B B L SRR R the Internet without causing any
HEEE B9 St — CHB RIS EAGRE Objectives notification? On the other hand, hand
BHEALS - EFRRGEE T/ A written signatures were usually used
NEFIHFEAEE, - B BEE - & in the past to assert the copyrights of
AL - BAHE - FiEtE% > BE intellectual properties. As they are
Bl H RS RAEHZaE, - obviously infeasible for digital
products, how to protect the products’
integrity and copyright, especially
when they can be easily modified?
These types of digital problems will
be fully discussed in this course.
Information hiding is a new area
which combines research areas of
image processing, information
security, information theory, statistics,
and so on. ltis a new and interesting
research topic.
FE{EF Johnson Neil F FE{EFE Johnson Neil F
EL2/{E% Information hiding : E4Z/MEE Information hiding :
steganography and watermarking : steganography and watermarking :
attacks and countermeasures / by attacks and countermeasures / by
Neil F. Johnson, Zoran Duric, Sushil Neil F. Johnson, Zoran Duric, Sushil
Jajodia Jajodia
HFR3E Boston, MA : Kluwer Teaching HFR3E Boston, MA : Kluwer
ES %] Academic, c2001 Materials Academic, c2001
E4/{e3 Disappearing cryptography E4/{E3% Disappearing cryptography|
: information hiding : steganography : information hiding : steganography
& watermarking / Peter Wayner. & watermarking / Peter Wayner.
H:FKIE San Francisco, Calif. : HRR¥E San Francisco, Calif. :
MK/Morgan Kaufmann Pub., 2002. MK/Morgan Kaufmann Pub., 2002.
RRA<IE 2nd ed. FRASIE 2nd ed.
nSEFRAE ¢ 109%  wiEE 1.discussion 10%
30% 2.case 20%
BT & T Grading 3.test 30%
nffichEReE ¢ 20% wHAREE: 4 project 40%
40%
ZEmMEE  |bttp://www.cyut.edu.tw/~tclu
1. EFEEMS 1. Hiding information
2. BB &t 2. Steganography
3. FR5 3. Hiding in Text
HEANE |4 Rz Syllabus 4. Hiding in Disk Space
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5. Hiding in Audio and Images
6. Watermark
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