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AR FEN AR RE— This course is an introduction to the
—IHE BT RATIER - AT basic theory and practice of
TIERNEREAEFENTE - # cryptographic techniques used in
i BERINEET(IDES, Triple computer security. The students will
DES)% - il fu ikt < AESEHEZ N realize the following important topics
T > WEESAHSIREHRTTE after finishing this course: Number
(DH,RSA,DSS)F B gL (ZIMD5 - theory, Symmetric Cryptosystem

. SHA) » BB « 5L - ST _ (DES, Triple DES, AES), Public-key

RERR |wnpeewme  mrv@emiee— | OP°°V®S  onpiosystem (DHRSA,DSS),
EABRIEEE - REEZIIAE secure hash function (MD5, SHA),
BARGER > R D ERREIRS R Y and digital signature et al.. Moreover,
2HIFERHEAM - ABRERT 8% the Internet security and electronic
WBENERE SN - BEE commerce are also include in this
Kerberos + PGP ~ SIMIME - IPZ &1 course. Finally, some recent papers
# - SSL - SETEHEEHEF—0HH - & will be discussed.
BthE S BRI -
## : 1.Cryptography and Network 1.Cryptography and Network
Security: Principles and Practices(4TH Security: Principles and
ed.),W.Stallings, Practices(4TH
Prentice Hall, 2006. (BiZ¢EE/\F]) ed.),W.Stallings,Prentice Hall, 2006.
2 fHFiEER 2.Lectures

gy (SO LERRHRMERZEFE | Teaching
BB (TERAE =) M~ £F Materials
H =, EIEEHA.2005.
2.Applied
Cryptography,B.Schneier,Wiley,1995.
BTV HIER - %L - &
5%~ BRELER > FAR > 2006.
1.Homework 15% 1.Homework 15%
2.Project 20% (Presentation and/or 2.Project 20% (Presentation and/or
BRAETFET |paper required) Gradin paper required)
= 3.Midterm exam 25% 9 3.Midterm exam 25%

4.Final exam 30% 4.Final exam 30%
5.Class participation 10% 5.Class participation 10%

BHETMEE |
AR S N R R E— Introduction Conventional encryption:
—iE > BB INEES(AIDES) principles Conventional encryption:
% > W < AESHEBIINZE R DES Conventional encryption : AES
fil » WESAHESHREBRE Related issues of conventional
(DH,RSA,DSS) K ¥t #(20MD5 ~ encryption Introduction to number
SHA)E: - 541 » SIS ELEEA IR theory Public-key cryptography:
fE1% - EPHEREAERS = —E A BHRYE principles, encryption and key
FiEE 0 REEZIASHERE - |’ exchange: RSA, DHKE Hash
A BRI S RIS e 2 Y e F B functions and Message

BEAR |Hiff FXEER TN EEEENEAR Syllabus authentication: SHA-1, HMAC Digital

a4 BafEKerberos ~ PGP -
S/IMIME -~ IPZZ2#%&f#] - SSL ~ SETZE
ERAE—HRH - RRUEERImY
RS -

signatures: RSA, DSA, ElGamal
Secret-key authentication service:
Kerberos Public-key certificate
service: PKI, CA, X.509 Secure
electronic transaction protocol: SET
Web security: SSL IP security: IPSec
Virtual private network (VPN) System
security: firewall. Finally, some recent
papers will be discussed.
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