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Homework 15% (You may Homework 15% (You may collaborate
collaborate when solving the when solving the homework, however
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The objective of this course is to The objective of this course is to
examine both the principles and examine both the principles and
practice of cryptography and practice of cryptography and
computer network security. The computer network security. The
course material is of use to computer course material is of use to computer
and communication engineers who and communication engineers who
are interested in embedding security are interested in embedding security
into an information system. into an information system.
1. Introduction (Chapter 1) 1. Introduction (Chapter 1)
2. Conventional encryption: classical 2. Conventional encryption: classical
techniques, modern techniques, techniques, modern techniques,
algorithms, confidentiality using algorithms, confidentiality using
conventional encryption (Chapters 2 conventional encryption (Chapters 2
—7) —7)

HEBNZ  |3. Public-key encryption and hash Syllabus 3. Public-key encryption and hash

functions: public-key cryptography,
number theory, message
authentication and hash functions,
hash and MAC algorithms, digital
signatures and authentication
protocols (Chapters 8—13)

4. Network security practice:
authentication applications, electronic
mail security, IP security, Web
security, anonymous communications
(Chapters 14—17)

5. Wireless network security

6. System security: intruders, viruses,
and worms, firewalls (Chapters 18—
20).
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